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Clinical Trials

Foundational to evidence-based medicine

 Evidence is exported
from originating systems

the package’s integrity,
completeness, and
procedural compliance
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Clinical Trials

Foundational to evidence-based medicine

. Evidence is Conduction Completion Validation
from originating systems .
EDC | eTME BOC | STMF I~
M Export Procedural Elapsed time ,J:I:m
_ commpliana:
the package’s integrity, IWRS | CTME (Diatabare lock] RS\ e
completeness, and Regulated vlectromic Symtern. Custody-
procedural compliance dala capture systems boundary (A certificd bundle ——_.
. . . lf'l:l::FErl':;I:il-ll'lr:.I:JJ" il s E High-fidedity F ... enenden
[at a single timepoint]
Certification is and
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However, it is a snapshot and cannot be carried forward



The Custody-Boundary Problem

Once evidence leaves a validated eTMF, no mechanism proves it is unchanged

Conduction Completion Valldation Analvses and submission Re-veriflcation
] - EDC | « TMF
EDRC | eTMEF : Toics Dtz imtegnay and ; o+, Re-export from originating
‘ Export Procidural Elapsed time . campletesess mlered ‘ dasa syslem; manual
complianee rom procedural recencilialion required
WERS | CTMS ariestation
(Database lock) [WRS | CThig :
. Lihds How do you prove it
Hezulated clectrunic .
dala capluwry sysbems SySlem- Cusindy- hasn’t changed?
boundary A certifled bumdle haundary

Tamper evident ad
who, what, when

2als High=fidelity "7 005" Precedwral attestntlon only
M {afier elopsed time a4 a cusiody-boundary|

At every subsequent timepoints Re-verification requires:

* Regulatory submission * Access to the originating system
 Scientific analysis * Vendor log extraction

« Data custody handoff * Manual reconciliation

* Or re-export

cdisc



The Custody-Boundary Problem

« None of these provide mathematical proof at scale
that can be applied to routine testing

« None operate without continued participation of the
system that generated the data.

Re-verification requires:

» Access to the originating system
* Vendor log extraction

« Manual reconciliation

— s -+ or re-export

If that system has since been retired, the vendor relationship terminated, or the trial staff dispersed
...even this retrospective pathway closes.

What remains is procedural attestation, not objective proof.

cdisc



The Custody-Boundary Problem

Custody-boundary

Conduction

Tamper-evident audit

trails
who, what, when

Static
evidence

Validation

High-
fidelity
records

Completion

Procedural
controls

System-

Elapsed time

independent proof
unavailable

(after elapsed time at a

custody-boundary)

Analyses and submission

Procedural attestation only

Re-verification

Post-export verification gap

How do you prove it
hasn’t changed?

Our systematic review”* identified no prior method that enables:

1. Deterministic verification of post-export

clinical evidence

and

2. Without transfer of the source data

3. Without continued participation of the
originating system

COISC.

* Telles F. Supplementary Materials for Stage IV

Cryptographic Audit Validation: Methods, Protocols,
and Reproducibility Outputs.
Zenodo 2026. https://doi.org/10.5281/zenodo.18501508

SUPP-007

Supplementary Figure F1. PRISMA 2020 flow diagram for evidence identification, screening, and inclusion

] [ Identification ]

Screening

Included

New studies included in review
(n=12)
Reports of new included studies

[ Previous studies ] { Identification of new studies via datab and regist: ] [ Identification of new studies via other methods ]
Studies included i Records removed before
udies included in - ina:
N " Records identified from: screening: . " .
previous \iersmn of MEDLINE Ovid (n=172) Duplicate records removed Records |.den(|ﬁfd from:
review (n=0) Web of Science Core N (n=1302) Websites (n=0) _
' Collection (Broad Lane: » Records marked as ineligible Organisations (n=0)
Reports qf studlles n=4,459; Privacy Lane: by automation tools (n=1,377; Citation searching (n=26)
included in previous n=1,262) conference abstracts, human etc.
version of review (n=0) ’ verified)
Records removed for other
l reasons (n=0)
Abstracts screened .| Records excluded
(n=3,214) "1 (n=3,075)
l A4
Reports not retrieved
Reports sought for retrieval (n=5; Five reports could not be Reports sought for retrieval Reports not retrieved
(n=139) re!neyed despite fuﬂ-tex‘[ search (n=26) > (n=1; conference abstract)
publisher access unavailable or
l no full text available) l
Full-Text Reports assessed for Reports excluded: Report d for eligibili Reports excluded:
eligibility | ReasonE1(n=33 eports assessed for eligivility || "Reason E1 (n=5)
(n=134) Reason E2 (n=18 (n=25) Reason E2 (n=8)

Reason E3 (n=4)
Reason E4 (n=3)
Reason E5 (n=2)
Reason E8 (n=3)

)
)
Reason E3 (n=11)
Reason E4 (n=35)
Reason E5 (n=15)
Reason E6 (n=2)
Reason E7 (n=1)
Reason E8 (n=7)

(n=0)
}

Total studies included in
review (n=12)

Reports of total included studies
(n=0)

Adapted from: Page MJ, et al. BMJ 2021;372:n71. doi: 10.1136/bmj.n71.
PRISMA 2020 flow diagram for updated systematic reviews which included searches of databases,
registers and other sources



The Custody-Boundary Problem

Custody-boundary

Elapsed time

High- System- Procedural attestation only
fidelity independent proof (
records unavailable )

l

How do you prove it
hasn’t changed?

SUPP-007
Supplementary Figure F1. PRISMA 2020 flow diagram for evidence identification, screening, and inclusion

assurances are bound to system execution,
not to exported evidence artefacts

e o Telles F. Supplementary Materials for Stage IV
c ISC Cryptographic Audit Validation: Methods, Protocols,
® and Reproducibility Outputs.

Zenodo 2026. https://doi.org/10.5281/zenodo.18501508



cdisc Why This Matters

Undetected integrity failures can propagate

* Biased analyses
* Incorrect regulatory decisions
« Unsafe patient care

6 O/ of recent published claims are not Nature | Vol 652 | 2 April 2026
4 ‘4 o precisely reproducible” gl
N ] Valldation U ° A“emigsf%) - m
EXIStIng focus on: * Miske O, Abatayo AL, Daley M, et al. Investigating the
e Electronic data Capture o ; reproducibility of the social and behavioural sciences.
| i audit trails during trial conduct EDC | «TMF Nature 2026; 652(8108): 126-34.
* In-system audit trails duri i u
Frocedural
* Procedural controls sompiiance
IWERS | CTMS
Existing focus on:
o : . . A cerlified bumdle
Data sharing (open access, preregistration, ) e

» Reporting standards ( , ) recars
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EDC | «TMF

Pracidural
complEne:

IWEs | CTMS

A certified Bumidle

High-fidclity

None verify the evidence-state itself
once data leaves a validated operational system

Nature | Vol 652 | 2 April 2026
e

T T T T
0 25 50 75 100
Attempts (%)

O, Abatayo AL, Daley M, et al. Investigating the
ility of the social and behavioural sciences.
52(8108): 126—-34.




cdiSC Why This Matters e

ICH E6(R3) §4.2.5 acknowledges the risk

* “avoid data loss [including relevant metadata] and Adpto om0 ey 2125
unintended modifications” during data transfer,
exchange and migration 425  Data Transfer, Exchange and Migration

« Naming reconciliation as an appropriate process for be i place 10 ensure st eecou s, incinding relvant metadta, tranfered

between computerised systems retains its integrity and preserves its confidentiality.

d ete Cti O n The data exchange/transfer process or system migration should be documented to
ensure traceability, and data reconciliation should be implemented as appropriate to

avoid data loss and unintended modifications.

E6(R3)




Cdi.SCR Why This Matters

A large trial dataset:
 Thousands of discrete files

« Gigabytes of images, datasets, procedures and audit trails

Manual reconciliation is not feasible at scale
Verification remains targeted, it is not routinely tested

ICH HARMONISED GUIDELINE
GUIDELINE FOR GOOD CLINICAL PRACTICE

E6(R3)

Final version

Adopted on 06 January 2025

4.2.5  Data Transfer, Exchange and Migration

Validated processes and/or other appropriate processes such as reconciliation should
be in place to ensure that electronic data, including relevant metadata, transferred
between computerised systems retains its integrity and preserves its confidentiality.
The data exchange/transfer process or system migration should be documented to
ensure traceability, and data reconciliation should be implemented as appropriate to
avoid data loss and unintended modifications.




The Custody-Boundary Problem

Conduction Completion Validation Analyses and submission Re-verification
) N EDC | ¢eTMF }
EDC | eTME P "\ | ——J\\ Dusta imtegnity and © . Re-export from originating
Expeat > Procedural Elapsed time :::‘n.c completeness inferred 3:: S systemy; manual
) ’ 1, compliance ——1 Ve from pmu.'duml j /./ reconciliation required
IWRS ' CTMS L ‘ atlestation v
(Database lock) IWRS | CTMS
Regulated electronkc Svatem Custody- ":‘” do el
dat t o ) beundary asn't changed?
% capture systems boundary QA certified bundle m
Tamper-cvident sudil tradls Procedural w N 5 -imdepenide Procedural attestation only ;
who, what, when comtrols records 7 e ik (afler ¢lapsed time M 2 custody-boundaey)

To address this, we engineered a dual-software architecture

* Operating at the custody boundary
» Without originating system integration
* Without source data transmission

cdisc



The Custody-Boundary Problem

(reference state)

I
i - A,

EDC | eTMF)

Procedural Klapsed
compliance

IWRS |cT™S |

e sn't chaneed?
QA certified bundle -
Precedural attestation only
| aflc b |.l.' Jan 1M 2 i CUSIOCY .'I |LL'..'|!., ¥l "n"‘lpn ‘."lnuti.n l.P

To address this gap, we engineered a dual-software architecture

* Operating at the custody boundary
* Without originating system integration
* Without source data transmission

To enable independent verification against a reference state
[OA Validation] ... is a snapshot and can cannet be carried forward

cdisc




The Custody-Boundary Preblem Solution

Conduction Completion Validation Analvses and submission Re-verification
EDC | «TMF Independent
EDC | eTWdF - Diata imsegrity and [ﬂ'"- . 3 %
— . To
Expart Prowedasl Elapsed time __ 'j;':r"* compleseness inferred | | Hash ™, _1' erification
S camplianes ) from procederal ]:I-.ll.'l.l.'l#__.-':l soltware Deterministic
| CTME aitestaiion /. paired-comparison
”J'MIJ:'JSI'." II:II:k.l I'WRS | CTH%  m—p L_.-’ ,I-..
Hegulared electramnie i . Vg
data capture systems System. Custody- 7 -
houndary QA certified bumndle besundary
Tamper-cvadent audil raile Frocaldiiril Sl mi-Ende pend Procedaral adisdalion remaing MATCH or
who, whid, wisen ’ " ai pir S0P
Immsatable caislenes-al-lisne (Bicoam paablic kedgper), pubbicly verifiable, o proprictary R By TR L glile “m
walidalor required. Lecil apecation, no goures Jdits of idenlificn frand il ﬂm m
| i
e o T e
lm"l: wing Amchoring ' Anchoring
s b e laegine e
Commmit (local) Commit L g, 20 ! Commit 1 "

B izl b i lizazall}

o0
Cd I sc andit-state audit-state
® (pre handoft) (post handofT)



The Custody-Boundary Preblem Solution

To enable:

« verification against a reference state
 Independent of the system that generated the data
* Independent of elapsed time

«  Without access to raw data or identifiers

cdisc

[QA]Certification is
and

EDEC | «TMIF

Privzdural
compl i

TWRS | CTMS =

High-fidelity

...a shapshot and

R

Anchoring

soflwart

e ol

Lnic h|-|'|n|:'*-"
O e
Commit {local) Commit 1
audit-state
ipre handoff)

cannot be carried forward
[through paired-comparison]

vs T

Nt
Anchoring

a0 s

{local) Cornmis I. "

audit-state
{post handoff)



How It Works:

Zero-Custody, Hash-Only Verification

EDC | ¢ TMF __
 Two independent software " B ':
Anchoring — Custodian Environment (local) IWRS | CTMS -'

Verification — system-independent - offline - any authorised party i

““‘\ High-fidelity
- Dual-Layer Verification Architecture g
Evidence Integrity (per-file) — Dual-hash* signature
Evidence-Set Membership (per-bundle) — Evidence Set Fingerprint (ESF)™

« Paired-Comparison Design VS Tn

: Validated reference state L ] )
Verification using hash-only packets

(no raw data or identifiers)

T,,: Any later comparison state

1. Freeze & Hash

* Read-only protections

2. Time-Anchor

 Evidence-state committed
« Hash-only
« Public blockchaint

3. Re-Verify (T, vs T,)

MATCH

OR

Divergence
(altered items and/or membership
differences explicitly enumerated)

« Computes fingerprints*

(no raw evidence or identifiers exit) (verifiable existence-at-time)

¢ o + Bitcoin mainnet via OP_ RETURN
c ISC * Dual-hash: SHA-256, then RIPEMD-160 on the SHA-256 output

+ ESF: Order-independent SHA-256, any addition, removal, alteration, or reassignment produces a mismatch



cdiSc Empirical Validation T,

Study design overview g v)
N

[ /7 P ol AT
* Prospective, single-site*, blinded, multi-operator e e e
(pre-specification and time-anchoring of all execution states prior to analysis) vy sudit candidate QMS 02
and one MISMATCH per arm
* Reference corpora exported and time-anchored IV Baseline Reproducibility, 1V Tamper Detection; 1118

Pasity; [1IB Positive Controls; THLA Bascline Reproducibility,

(cross-platform MacOS - Windows) INIA Tsmper Detection

~

« Each corpus cloned
one copy unchanged
one copy deliberately modified

* 12 paired audit arms
Labelled references (1,) compared against one unchanged and one
altered corpus (T,,) in randomized order

Three Blinded auditors (inventor was excluded)

Two independent workstations

Correctness of software output verified against keys post-reveal

Telles F, Francis S, Yang J, Hookey B, Wo0-A;-LeVy-P-l-eeson P
Deterministic custody-boundary verification of digital clinical trial
audit trails across blinded multi-operator cross-platform
environments without source data transfer: a validation study

*Cardiovascular Diagnostic Audit & Al Pty Ltd, Melbourne, Australia [UNDER PEER REVIEW PROCESS]




Tamper Category Taxonomy

JESSSESINER 11A-challenge

multiple violation classes (content edits, deletions, insertions, swaps, and metadata-only modifications)
* rename-only negative controls (*which do not alter artefact bytes)

erated {HMAC)
ulusgerchallnge ~ ||IB-challenge

« deletion-only regimen generated
« HMAC-randomized file selection.

Hename
Content Metadata
Tamper Source Deletion  Insertlon Swap T Only
Maodiflcation amper
Conmtrol
A=z hallemgpe Human-desgeed adversarul Y es Yes Yes Yes Yes Y es®
HIB-ehallemge HMAC-randommed de bemon Ha Yes Ha Ha Ha Mo
LLLE- ¢ halle
M HMAC-rasdomized deletion Mo Wag Mo Mo Mo Mo
{5 uli)
d Telles F, Francis S, Yang J, Hookey B, Woo A, Levy P, Leeson P
c I SC Deterministic custody-boundary verification of digital clinical trial audit trails across blinded
® multi-operator cross-platform environments without source data transfer: a validation study

[UNDER PEER REVIEW PROCESS]



Under adversarial conditions

The method achieved:

230,253

evidence files verified §sensitivity / false positives

K=1.0

inter-operator agreement

Verificati Total True True False False False False
erification .
L Items Positves Negatives Positives Negatives Sensitivity Specificity Positive Negative
AV er .
- Verifled (TF) (TN) (FIP) (FN) Rate Rate
[[LA-challenge  Evidence 15,154 g 12870 1 i I | i
Membership 1,536 144 1,380 ] (1] | i (1]
LBz halle nge Evidence 217 059 133 216,504 0 i | 1 I i
Membership 20,430 445 19 980 ] i i 1 [ i
Stage IV {Pooled) Evidence 230,243 TS T 174 1 i i | i i
bembership 21, s 21,560 i i i | i i

cOo

ISC.

All results shown derive from blinded executions by 3 independent operators;
analyses performed by the study lead were excluded.

Telles F, Francis S, Yang J, Hookey B, Woo A, Levy P, Leeson P

Deterministic custody-boundary verification of digital clinical trial audit trails across blinded
multi-operator cross-platform environments without source data transfer: a validation study
[UNDER PEER REVIEW PROCESS]



We quantified the human effort

required to verify software correctness

Mean Pass-like
0.076 s/file | 0.031 s/file | 0.12 s/file

for all audits combined J for Proof-of-Unchanged gwhen divergences detected

Fail-like

» Verification effort scaled with tamper burden

Human Verification Time versus Tamper Burden (Fail-like arms)

1500 [y = 0l
p < 00001

100D

Baseline
Faproduoibiliey
Tampsar
Cwvieotion

g

Parity

Pagidiva
Caniingds

[[1

challange

Human Verification Time {saconds)

B O O & @

20 a0 ) 20
Tarmger burden (missing + s + swapped liles)

o0 Telles F, Francis S, Yang J, Hookey B, Woo A, Levy P, Leeson P
Deterministic custody-boundary verification of digital clinical trial audit trails
across blinded multi-operator cross-platform environments without source
® data transfer: a validation study

[UNDER PEER REVIEW PROCESS]



We quantified the h uman effort Human Verification Time versus Corpus Size
required to verify software correctness A — Pooled across stages

Mean Pass-like Fail-like | a p=ooss p-ou
— &

0.076 s/file | 0.031 s/file | 0.12 s/file g s

for all audits combined J for Proof-of-Unchanged Jwhen divergences detected -
E

» Verification effort scaled with tamper burden §

Human Verification Time versus Tamper Burden (Fail-like arms) E - -

150y = pa g s 8

p < 00001 E i\j A

w e But Not corpus size 2000 ao00 &000 2000 4000 e
§ - B — Stratified by challenge source
B FRIL-18n {expacted mismalch) PAS S~ ke (arpacind match|
E 1500 = =DH0E = 0-0E
= p =045 p=078
: S
& =
E 4 4
3 5
= 3
L] Basecling 3 ) 3
E ®  Renroduckily s ) ®
Tampsar [} -
*  etection E s E ’
a g § a
Parity r Feci aslimabla ot estimakie
o Postive i R O - R
L e E * [ Pl aglime P Nl aalimakbla
g~
A Ehﬂ]hﬂgl’." = 1000 g
an =] i =i E i
Tarmger burden {missing + eoira + swapped liles) & i
S0
o0 Telles F, Francis S, Yang J, Hookey B, Woo A, Levy P, Leeson P &
Deterministic custody-boundary verification of digital clinical trial audit trails l
across blinded multi-operator cross-platform environments without source a
® data transfer: a validation study il 4000 OO0 2000 A0 B0

[UNDER CONSIDERATION] Ther Innov Regul Sci Mumber of filas in corpus {n)



We quantified the human effort

required to verify software correctness

Human Verification Time by Audit-Arm Family
FAIL=1iin [mepacied mipmalch) PSS~ |mxpacied maich)

g m
8

%1&&'.'!

£

é

B s )
- Ege

= - . .

Bageing Tai i i i Posiive g - Bt i T Tamipsr 12} Puaities wa-
Repraduninbitg Deectian Pariry Coanisds Pl b P Feagipaisehiny  Dewion Pairiy LA i

Audit-arm tamily

cdisc

Candidate=level HVT Duration |(Seconds)

g

:

Verification effort scaled with tamper burden Human verification cost is proportional to divergences
But Not corpus size rather than to the volume of data being verified

Candidate<level HVT duration by operator
Blinetes uperalur Srudy e (zontent oniy)

i
i..
-
i

I

= NN T
Cparator 4 Cipma riliat 3 Opanilar S Gperalar 1
[Foafin 01F) (Mo 337) Pl L] [Pz (L1
Oparator ID

Telles F, Francis S, Yang J, Hookey B, Woo A, Levy P, Leeson P

Deterministic custody-boundary verification of digital clinical trial audit trails across blinded
multi-operator cross-platform environments without source data transfer: a validation study
[UNDER PEER REVIEW PROCESS]



Verification using hash-only packets

« compact for cross jurisdiction analyses
» enable verification of file-level integrity and corpus-level completeness
« without raw data transfer

e or reliance on originating systems

Original Orlginal Hash-Only Packet
Evidence Evldence Veriflcation  Size
(m)  Size(Mb)  Packet(n)* (Mb)

Stage [V Poaded £7T 338 13101047 1734838 b1.5%

~131GB — 62 MB

L X
Telles F, Francis S, Yang J, Hookey B, Woo A, Levy P, Leeson P
‘ I S‘ Deterministic custody-boundary verification of digital clinical trial audit trails across blinded
® multi-operator cross-platform environments without source data transfer: a validation study

[UNDER PEER REVIEW PROCESS]



Methodology Scope Boundaries

Limitations

The model establishes facts a only:

The paired-comparison design detects change:
« Evidence integrity (byte-identity) and ESF membership equivalence (Evidence Set Fingerprint)

The Zero-custody design means it cannot verify the contents of a reference validated state used for
comparison; it detects divergences relative to the reference state, not whether the validation was correct

It does not evaluate:
 clinical meaning, scientific validity, regulatory
compliance, intent, or root cause.

Divergence is informational and non-accusatory
 Enumeration bounds proportional review to the minimum delta set (files and ESF membership mismatches, if any)

cdisc



|nternati0na| mUIti'Site eXtenSion (in progress)

Software hash-only mathematical audit without access to source data or identifiers

Dataset 1, FICTI-PDA Dataset 2, Stage IV multi-site replication
- Synthetic-simulated Phase | RCT export bundle (sub-study)

(no real patients) * Original 12 audit-arms
- 3 graded tamper tiers * Re-blinded

SYNTHETIC DATA. NO CLINICAL, REGULATORY, OR EFFICACY CLAIM
Corpus Integrity condition

What an anditor would conclude

Tl Unintentional human error Null effect maintained / data-quality issues only
T2 Mild dishonesty + selective omission Borderline-significant benefit

n=T{ [simulated] extremely-pretesm infants (23-32 wks GA) w' haemodynamically significant PDA, primary endpoint
composite death or rescue intervention by day 30

FICTIROVAN is not a real or proposed compound,; it is a fictional name used for this synthetic simulation.
It does not refer to, or resemble in mechanism, any real or investigational agent

' o0
c ISCm Telles, F. (2026). OSF Pre-Registration Amendment — WP73B Challenge Extension.

Zenodo. https://doi.org/10.5281/zenodo.20976077



Tamper-Tier Instantiation under evaluation

Integrity failure
in PhD program (FICTI-PDA Stage V)

Regulatory grounding

"Failure to adeguately maintain case historics. .. Failure to report advesse events
Emors in data handling, transcripiion, of documentation &t sccurately and comectly to the IRB; Revisions on source worksheeis wene unclear;
or after the post-export custody boundary Failure to document dates related to serious adverse evenis" — IMARC BIMO
Wamning Letter Findings [1]

*Falsification is... changing or omitting daia or resulis such that the rescarch is nof

1 — Unintentonal human error

2 - Belective omdssd d Changi itting data such that the rescarch is not

_“ R A BTE OF ot mg: . & £l i e s asccurately represented in the research record” — George & Buyse, 2005 [2];
secondary parameter accurately represented; includes selective outcomee- N + of off " - Protocl C ki dofic in both
manipulation reporting or outcome-switching post-unblinding el etllcacy™ 1= a ool Lompitdncs delicency s "

FDA and EMA GCP inspection frameworks [3]

“Failure to repornt serious adverse events S AEs according to the protocol” — IMARC

BIMO Waming Letter Findings [1];, "failure to manage safety events. .. will
Dicleting records from safety dataseds; reducing agipasent constitute a serious breach which needs to be reported” — EMA Guideline for the
drug-related hamm burden notification of serious breaches [4], "Safety reporting” i a named Protocol

Compliance deficiency sub-area in both FDA and EMA GCP inspection frameworks

[3]
*Failure to obtain informed consent in accordance with 21 CFR Part 50" — IMARC
Modifying ICF tirncstamps to make post-hoc congent BIMO Waming Letter Findings [1]; "19 of the 26 sites had findings [in Human

appear pre-randomisation Subject Protection], with both agencies identifving findings at 11 of the 19 sites" —
Sellers et al., 2022 [3]

iml"i;i:i.;}u:utmme Tamparing with primary owicoma data afler yriblinding E:ll'ilz:i];;mful cffects of data fraud in clinical trials include potential hasm to
"Charges against Swyder and Peugot of falsification of data, including the
Changing treaiment allocation in the randomisation log  randomization assignments. .. Felony convictions followed. .. permanent debamment
i — Allecation flipping for sclected subjects from PLACEBO to FICTIROVAMN by the FDA® — George & Buyse, 2015 [2]; "Randomization, blinding and codes of
in order to attain desired statistical outoome study drug® is & named Documentation deficiency sub-area in both FDA and EMA
GCP inspection frameworks [3]

3 - Adverse effects suppression

4 — Consent backdating

StageV | FICTI-PDA | Integrity Failore Taxonomy

L X [1] IMARC. Analysis of FDA BIMO Warning Letter Findings. 2019. (IMARC_FDA_warning_letters_ 2019 _REV.pdf)
cd I SC [2] George SL, Buyse M. Data fraud in clinical trials. Clin Investig (Lond). 2015;5(2):161-173. doi: 10.4155/cli.14.116
» [3] Sellers S, et al. Descriptive Analysis of Good Clinical Practice Inspection Findings from FDA and EMA. Ther Innov Regul Sci. (2022)56:753—764.

[4] European Medicines Agency. Guideline on notification of serious breaches of Regulation (EU) No 536/2014 or the clinical trial protocol. EMA/698382/2021. 2023



Pre-scripted statistical arc — what the corpus tests (selective disclosure only)
Each tamper tier is calibrated to produce a clinically distinct and interpretable statistical outcome.

SYNTHETIC DATA. NO CLINICAL, REGULATORY, OR EFFICACY CLAIM

Compasite endpoint: time to mortality or rescue intervention (Tk) Compesite andpeint: time to martality of reacus Irtarvantion (T1)
Log-rant p = Gu074; Gox MR [FIGTIRCWAN vs PLACEBC) = 049 (35% 0 0.22-1 08) Log—ank p = S.074; Cox HR (FICTIRCAWAN vs PLACES0) = 040 (5% C1 0.32-1.00)
. ™

Research Question 3 — Regulatory-grounded, mechanism-

& =
agnostic detection: E 2 _
Does cryptographic custody-boundary verification correctly detect the {8 fo — remon
integrity failure classes documented in regulatory inspection findings : £
and research misconduct literature — including unintentional human - EFCTROVANTE nETa realui?’  ropeed compound:
error, selective omission, adverse-effects suppression, consent it is a fictional name used for this synthetic simulation.
backdating, primary outcome manipulation, and allocation falsification — » It does not refer to, or resemt?rlcq; in mechanism, any real or investigational agent
as instantiated across graded tamper severity tiers in the FICTI-PDA ’ L " oot it ) o ’ " oo oo © ’ ’
corpus; and is detection mechanism-agnostic, operating correctly gk = 058 ok 1 T PLAGERD < 051 1750 o 080Gt HA AT PLACERO1 - .5 055 530

whether modifications are introduced manually or via Al-assisted
execution under human directives, without requiring knowledge of the
tamper mechanism, tools used, or identity of modified files?

=
e

Alocaion
— FCTIRCWAN

— PLACEBRD

Ewurtl—fraw survvid probabiiy
=
B
Eweni=frae surdval probabilty
u u u
H .

=
u

L - ara
= E] »

] ] = T 1
Diays from randomisation Daye rom randomization

I SIMULATION ONLY — Patient data derived from published reference ranges. All patients, outcomes and the drug FICTIROVAN are entirely fictitious.

' o0
C ISCm Telles, F. (2026). OSF Pre-Registration Amendment — WP73B Challenge Extension.

Zenodo. https://doi.org/10.5281/zenodo.20976077



Software Hash-only Mathematical Audit (without access to raw data or identifiers)

STEP 1: Download public hash-packets Mash Packet A, Mendeley Dato

Stage ¥ Pre-Regisiration and Stage IV Muls Gte Rupicstion. Piishad w 208 | Vasee .,

$Gsh Oaly VerAcation Pachats for intarvatoonsi Slonded wIIMB  (sowce ~33ME) / ' .

Chalienge Trial of Poss-Lapant Chnacal Trisl fvidesce cagnan e Sdamnseedoae

Verthcation (WP710 Amendment)

STEP 2: Paform paired-comparisons independently Machine-deterministic outpat 7 4 7071 or Divergence enumeratod

Coostant humam verification time for 30 AT O (Proofof-Unchanged)

5

imdependent of corpus size
QMSAuditor v5  ——— — - C /@ft
Capun! orvprw “O4 —-I — -
— : ’Q. |
|

o N0 Smeer poewet 1 N A ey

o o
J atstepne. |§ BRI i riicoion, ndpendes of crigaming sysem |
DATASET I - Labelled reference 7, vs QMS 01 to 05 DATASET 2 - Labelled reference . labelled vs QMS 01/02
vs andit candidase QMSO1 - Palred-comparisons 12 audit arms:
vs andit camdidase QMSO2 T .vs T L ovs it candidate QMS 01
vs audit condidase QMSO3 Corre (l. la * if , vy sodit candidate QMS 02
. vs audit condidate QMS04 iy oy s ST and one MISMATCH per arm
Vs audu‘cudndux Qmws VATOH or MISMATCH IV Baseline Reproducibility, TV Tamper Detection; 1B
- ~ ' (negative control 01 and (2) Pacity; [11B Pasitive Controls; 111A Bascline Reproducibility,
. Three MISMATCH (tampered tices T1, 12, T3) 1A Tamper Detection

cdisc



Sites Confirmed & Recruiting

Independent Site 1, Confirmed Scientific Collaboration
« Boston Children’s Hospital & Harvard  University of Oxford
Medical School * Prof. Paul Leeson

 Principal Investigator: Philip Levy, MD

Coordinating site:
AuditLog.Al Research Initiative, CDA-AI Pty Ltd, Melbourne, Australia

Eligibility:

Sponsor CRO Regulator Academic Institution

(enrolment is open on a rolling basis)

cdisc



Three Takeaways

1. Deterministic at the byte level
Verification is a mathematical operation on file bytes, not

a procedural reconstruction

Canonical state T,

Anchored hash-only export packet +
Bitcoin anchor reference

2. Zero-custody by design

v

Candidate corpus T,,
Evidence package being verified

No raw evidence or source data ever leaves the

Recompute Layer 1
Per-artefact dual-hash signature for each artefact in T,

originating site

v

Recompute Layer 2
Evidence Set Fingerprint (ESF) per source-folder evidence-set

3. Additive, not disruptive, to CDISC standards

v

No change to in-trial EDC/eTMF systems or underlying / Layer 1 check /

MISSING list empty AND EXTRA list empty across all h:r pairs?

GCP principles required

YES ¥ continue NO P enumerate divergences

Layer 1 — MISSING Layer 1 - EXTRA

Identifier in T, manifest, absent from T,, Identifier in T,,, absent from T, manifest

Layer 1 — content change signal Layer 2 — ESF mismatch
Byte-altered file produces one MISSING (from Ty) + Per-membership ESF differs at evidence-set
one EXTRA (in T,) pair simultaneously — no separate (Layer 2 — membership divergence)

‘altered’ class exists in hash-only architecture

v

Layer 2 check
ESF(T,) = ESF(Ty) for all evidence-sets?

YES ¥ MATCH NO P ESF mismatch (Layer 2)

v

o0 MATCH - Proof-of-Unchanged

Both MISSING and EXTRA lists empty across both layers - Human verification time: constant, independent of
corpus size
®

MISMATCH - DIVERGENCE OUTPUT
At least one divergence enumerated at either layer - Informational - Non-accusatory - Bounds proportional
human review




Three Takeaways

1. Deterministic at the byte level

Verification is a mathematical operation on file bytes, not
a procedural reconstruction

2. Zero-custody by design
No raw evidence or source data ever leaves the
originating site

3. Additive, not disruptive, to CDISC standards

No change to in-trial EDC/eTMF systems or underlying
GCP principles required

The methodology was designed for prevention of errors,
intentional or otherwise, through mathematical screening at scale.

No accusation, no judgment.
Just a proportional signal telling an auditor what has drifted since the last validated checkpoint.

cdisc
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Resources & Collaboration

An invitation to scientific collaboration and participation in the
Stage V International Blinded Challenge Trial

!EIF-'*'{fEIJr WP73B Challenge Extension protocol’ available at:
https://doi.org/10.5281/zenodo.20976077

O

Bl WP73B Public Dataset? available at:
https://dx.doi.org/10.17632/f52jgxvw8k.1

Dataset 1 verification can be completed independently without
any contact.

lles; F. (2026). OSF Pre-Registration Amehdment— WP7Z3B-Ghallenge
ension. Zenodo. https://doi.org/10.5281/z&n0d6.20976077

Contact: fernando.telles@auditlog.ai les, Fernando (2026), “Stage V Pre-Registration and Stage IV Multi-
Replication: Hash-Only Verification Packets for International Blinded
allenge Trial of Post-Export Clinical Trial Evidence Verification (WP73B
endment)”, Mendeley Data, V1, doi: 10.17632/f52jgxvw8k.1




