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Statistical Computing Environment
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Core capabilities

Traceability

. Versioning, audit trail

Reproducibility

Rerun any result

Multi-language
. SAS, R, Python, Julia

Cloud compute
\ Scalable HPC
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Workflow
Dev, validation, prod

Collaboration
CROs, partners

Transparency - Traceability - Reproducibility - Regulatory compliance The Architecture

cdisc



The Reality

(AUTRORITIES)

METADATA
CLINICAL STUDY REPORT

TRANSFORMED DATA
(CDISC)

RAW PATIENT DATA

Statistician



Today's audit trail: a stack of receipts that trace
data. But do they trace evidence?

Programmer
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cdisc

Rethinking the Audit Tralil

Event-Centric (today) State-Centric (needed)

Logs what happened Captures the full state

Answers: "what happened?” Answers: "what produced

this?"

Fragmented across systems  Unified snapshot, machine-
readable

Sufficient for process audit Required for result

reconstruction




The Audit Trail Limits

Traceability Limit: we can trace the
data (SDTM - ADaM —> CSR) but
not the how.

Polyglot Challenge: multi-language
execution fragments the audit trail.

Black Box Automation: auditors
can see inputs and outputs, but
not the transformation.



Forensic Analogy: The Chain of Custody

cOo

ISC.

From the Courtroom to the SCE

The find: DNA at the crime
scene

The trial: prove who
handled it, when,
where, how

The verdict: no context =
inadmissible




The Solution: A CDISC-Aligned Provenance Layer

8 ACTOR: Who ran it

(The Chain |’ ‘
of Custody) l‘

N
THE ACTOR [ User: Statistician X

y ‘ or
i . / \ Agent: AT Model Y
,- § (The 'Handler")
0
i N 2 K
{
.’

somenm\ |G| WORKFLOW: How it was produced

‘ (The ‘Processing Log’)

Rv4.1.2/

e o A coise i /M ENVIRONMENT: Where it ran

Provenance Layer extending ARS. It
acts as a Digital Tamper-Evident Seal,
recording every “hand-off” between
raw data and final TFL.

ool Every hand-off between raw data and final TLF is recorded, linked to its context,
Cd Isc,\ machine-readable.



ARS: The Evolving Opportunities




ARS (Analysis Result Standard)

Standardized Results Traceable Analysis Data Transparency

Consistent, Reproducible, and Transparent Analysis Results

cdisc



Evolving Opportunities for ARS

ARS Today: A Strong Foundation for the Next Phase of Provenance

Broader Provenance Al-Ready Transparency Enhanced.Audit &
Coverage Compliance
ARS offers a strong As Al adoption grows,

Richer environment and

provenance foundation ARS can evolve to :
workflow metadata will
that can be extended to better document Al . .
, enhance audit readiness,
support end-to-end reasoning and .
. , reproducibility, and
traceability. inference.

regulatory alignment.

cdisc



ARS+ Provenance Bundle:
Extending ARS with End-to-End, Machine-Readable Provenance




Extending ARS with a Provenance
Layer

A

) =

Execution Event

g

ProvenanceBundle

Cryptographic Modular and
Attestations Incremental Adoption
"7 i

Q
Analysis Result

End-to-End Traceability

Captures execution Supports cryptographic Designed for standalone
details, workflow logic, proofs to guarantee use and seamless

and quality control to integrity and authenticity integration, enabling
ensure comprehensive of provenance records. gradual adoption

documentation. without disruption.




Two-Layer Architecture for Provenance

Layer 1: ARS Core

Introduces minimal changes
to ensure compatibility,

adding executionEventld and artifactRefs for traceability.

Supports Advanced
incremental Governance
Adoption and and

quality control, and Al reasoning.

A standalone bundle capturing —
detailed provenance, including workflow, j lE |

00w

Supports auditability, reproducibility, and regulatory compliance with detailed execution and review

e0o documentation.
cdisc



Layer 2:
ARS+ Provenance Bundle Components

« Workflow & Dependency
* Quality & Governance
« Al & Agentic Context




ExeCUti on Eve nt: Workflow & Dependency

Capturing What & When

Used to document the precise circumstances of each execution

e Core attributes

"executionEvents™:

’ exeCUtionEventld (UUID) ‘ "executionEventId™: "EXE-9f2c7e3a”,

o startedAt, endedAt "startedAt”: "2026-92-24T0

« triggerType (manual / scheduled / ertagerType - domendony hange.
dependency-change / release) iii‘ii‘i:‘.i‘;';;.;t HEFtp _' % i

 executor (human/agent/service account) "workflowRunRef": "WR-1a22b9",

 environmentRef — ExecutionEnvironment e et et

« workflowRunRef — WorkflowRun o Tued™: Ts3://. .

* materials — list of produced artifacts + hashes "';ttf:_statﬁcmf": !

- attestations — list of cryptographic LT e
attestations (optional but recommended)

®o Example of ExecitionEvent in JSON
cdisc




EXQCUtion EnVi ron ment: Workflow & Dependency
Documenting Where

Used to capture information about the execution environment. This information is reusable
across multiple executions and is critical for ensuring reproducibility and auditability.

“"executionEnvironments™:

n 1
 Core attributes e T3 S

"runtimeStack™: [

 runtimeStack (language +  { "language": "R", "version": "4.2.3"
interpreter versions) *packages”: [
packages cname"s “gplots", ~varcion’: i3.5-e", -souces -cHa, -chazse": |
(name/version/source/hash) e
OS (distribution, kernel) “container”: { |

"image": "registry/org/sce:rdl

container (image name, digest, “digest™: "sha2s6:3bld...fOc2",
t)L]iI(j F)r()\/eer]zar](:ea) . buildProvenanceRef™: "WORM://build/sha
infrastructure (cloud region/cluster, "infrastructure”: {

"archestrator™: "Kubernetes”,
VM type, CPU, memory) “clusterTd": -

"nodeType”: “Standard D8s v5",

"region™: "

' L
c ISC Example of ExecitionEnvironment in JSON



WO rkﬂ OWDefi n iti ON. workfiow & Dependency

A machine-readable description of the pipeline logic

« Core attributes

« workflowld,

° n a m e , -? rikflowDefinitions":

* version orkoudl; W Tpreds

- steps[] each step has: s ", s e, e
. stepld, cotepLd™s “5a%, “types “analysis", -comandRef*: “git://n
* type (data-load, derive, impute,

model-fit, render, QC-check, publish)

« commandRef (script/macro/function)
* inputs[], outputs]]
« parameters (immutable set used)

cdisc

“stepId”: "S4", “"type": "render”, "commandRef”: "git://repo#scripts/render tl1f.R"

Example of WorkflowDefinition in JSON



WO rkﬂ OWRU N. workflow & Dependency

A realized execution of a workflow definition.

* Core attributes "workflowRuns":
« workflowRunld
- workflowDefinitionRef — WorkflowDefinition voricTiouRunid : WR-azne
_ “"workflowDefinitionRef™: "
* resolvedDependencies (snapshot of “presolvedDependencies=: "DEP-77co",
dependency graph at runtlme) “executionEvents”: ["EXE-9f2c7e3a"]

» executionkEvents[] (one per step, or one per
run; you can support both patterns)

Example of WorkflowRun in JSON

PP Note: Workflow Definition is separate from Run.
Cd ISC Workflow run = Workflow definition + dependencies + Execution Event.



De pendencyMan ifeSt: Workflow & Dependency

A canonical listing of all upstream dependencies with versions and hashes. This enables
dependency checks, automatic re-run on change and deterministic rebuilds.

"dependencyManifests”:

¢ Core attrlbUtes I_ “dependencyManifestId”: "DEP-77c9",
. "policy”: { "rerunOnHashChange":
- dependencyManifestld “inputs”: |
. "type": "dataset", "name": "ADSL", "uwri™: "s3://.../ADSL.xpt", "sha256":
¢ F)()llc:)/ “"type”: "dataset”, "name”: "ADAE", “uri®: "s3://.../ADAE.xpt", "sha256":
o | ;;ade”: [
InpUtS “type": “"repo”, "uri™: “git://repo”, “"commit”: “al3fodz", "dirty":
° Code . “type®: "macro”, "uri®: "s3://.../macros.sas”, "sha256": " '
. “config”: [
° C:C)r]fng "uri®: "s3://.../params.yml”, "sha256":
Example of DependencyManifest in JSON
o0
Cd ISC Note: Dependency manifest is the single source of re-run truth. Any mismatch triggers a new

ExecutionEvent and new output hashes.



QCAtteStation : Quality & Governance

Captures the QC method applied and its outcome.

"qcAttestations™:

 Core attributes ;
"gcId™: "QC-5512'

* (](:ICj "chethﬂd;:-;;:,:iE Progra
» gcMethod (double programming / code [N R——
review / unit tests / golden dataset / "qcOutcome”: "pass”,
. . . "evidenceRefs": |
E;tEitlE;tl(:Eil rEB\/IGB\A/) "uri"? '53:5;...3:23:;:; report.html™, “sha2se™:
» qcScope (result-level / workflow-run- '
level / step-level) d
. . “reviewerId™: "ul2345",
» gcOutcome (pass/fail/conditional) “actionType": "
- evidenceRefs[] (logs, diff reports, unit dinttatesmatarens { mref: “WOR/esinoc
test output, review record)

* reviewers[] — ReviewerAction

Cdi.sc Example of QCAttestation in JSON

"reviewers"”: |




ReViewe rACtion . Quality & Governance

A human sign-off with traceable identity.

« Core attributes
* reviewerld (mapped to org identity)

“reviewers":

- actionType (reviewed / approved / rejected) ffiﬂfj |

* timestamp “timestamp”: "2026-02-24T09:02:117",

- digitalSignature (public key or e-signature digitaisignaturet { o
reference)

e« comment

Example of ReviewerAction in JSON

cdisc



AgentSession - Al & Agentic Context

Represents an Al agent’s “Ask — Plan — Retrieve — Execute” session that
contributed to a resuilt.

« Core attributes
« agentSessionld
« agentldentity (agent name/version, vendor, |[EESSEESEE-—T,
policy) et e e oymen eI "aptx-prod83" 5.
« modelldentity (model family, version,
endpoint, deployment id)
« sessionStart, sessionEnd
« governance (policy version, allowed tools, Example of AgentSession in JSON
safety filters)

"governance™: { " I-GOV-7.2", "toolsAllowed™: ["retrieval”,”code-exec’

cdisc



Ag e ntTra Ce.:. as Agentic Context

Stores structured reasoning steps without needing to expose sensitive
internal “thoughts”.

"agentTraces":

« Core attributes {IjEjr”,;ijjf?“Tijf_j__;;j__iff?f:;;_ I
userGoal (high-level request) [ ——
planSteps[] (explicit steps the agent Gllact loge and compte hashers
iIntended to dO) ':"JcoolCalls": j
toolCalls[] (retrieval queries, code rtoals “executer, “tangets: WF 1 prodd2.7. 0%, ~timestap": 3026 05-24T08 100 1
execution, dataset access) e
prompts][] (the exact prompts sent [ “role": “usere, “contanthash: “shazee:.. -, “tinestamp-. -2026.02.2406:65-622" }
to the model) esponses™ [ o
responses[] (model outputs used) dh e e
redactions (what was removed and { "Fleld": “prompt”, "reason”: “PHI/PII mininization"

why, for privacy/IP)
Example of AgentTrace in JSON

di
c ISC Note: This captures “reasoning context” in an auditable way without requiring raw chain-of-thought.



Infe rence Event . Al& Agentic Context

Captures non-deterministic inference details

¢ COI'e attri butes "inferenceEvents":

« inferenceEventld L R
inferenceEventId”: "INF-ag&2b",
¢ agentTl’aCe|d "agentSessionId”: "A5-8891"°,
° timestamp Tlr:ei;:mpfrhh;hi‘;ﬁi , e
. modelTdentity : { “deploymentId™: "gpt-x-prod-83" },

¢ mOde“dentlty (exaCt deployment) "parameters”: { "temperature”: 8.2, "top p": ©8.95 },
« Parameters (temperature/top_p/seed) "inputHash™: "sha2se:..."

. . “outputHash™: "sha256:...",
* inputHash (hash of prompt + retrieved “attestationRef™: "WORM://ai/T!

context) )
» outputHash (hash of output)
« attestationRef (immutable store/WORM Example of InferenceEvent in JSON

log reference)

cdisc



Benefits and Next Steps for
Implementation




ARSH

Provenance Bundle

Benefits and Next Steps

ARS+ delivers end-to-end, machine-readable traceability of programming

executions by linking results to their full technical, quality, and Al context,

enabling reproducible analyses, auditable compliance, and future-ready
governance.

Agree on minimal Ensure the ARS+ Involve IT, QA,
ARS core ProvenanceBund| regulatory, and
extensions to Pilot the ARS+ e aligns with Al governance
ensure ProvenanceBund| quality control, teams to validate
compatibility and e in controlled validation, and Al approach and
ease of adoption. environment. governance address
policies. challenges.
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