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Meet the Speaker
Matthew Addis
Title: Chief Technology Officer
Organization: Arkivum

Matthew is CTO and co-founder of Arkivum, where he responsible for 
technical strategy.  Matthew is a subject matter expert on data archiving 
and digital preservation, including how this can be applied in regulated 
environments for GxP data.  Matthew’s expertise includes digital 
preservation strategies and techniques, long-term data retention using 
risk-based approaches to Data Integrity, implementation in SaaS solutions 
and architectures, and last, but definitely not least, achieving 
environmental sustainability for archives and repositories. 



Disclaimer and Disclosures

• The views and opinions expressed in this presentation are those of the 
author(s) and do not necessarily reflect the official policy or position of 
CDISC.
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Regulatory Requirements for 
Retention and Archiving



Records and Data Retention Periods

ALCOA+ Data Integrity Risk Based Approach

GxP Regulations and 
Guidelines



• Trial documentation

• Data and metadata from data acquisition tools

• Source data

• Datasets and statistical analysis

• Submissions and exchanges with regulators

• Supplier qualification

• Systems validation

• Shipping and storage of investigational products

• Manuals

• Maintenance and calibration records

• Staff training

• SOPs

Example: ICH E6 (R3) 
Essential Records

EDC, ePRO, eCOA, CTMS, 
IRT, eTMF, RIMS, QMS, LMS, 
LIMS, ELN, CDS, EMS, DMS, 

IMS…

Documents, datasets, 
metadata, audit trails, emails, 
images, spreadsheets, raw data  
… 

Systems

Data



Example: EU CTR Retention Period

9

Guideline on computerised systems and electronic data in clinical trials
EMA/INS/GCP/112288/2023
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-and-electronic-data-clinical-trials_en.pdf 

25+ Years!



Data Integrity: 
ALCOA+ Principles

• ALCOA+ is pervasive in the 
GxP guidelines

• MHRA
• FDA
• EMA
• WHO
• OECD
• ICH
• PIC/S

• Data = files, metadata, audit 
trails, documentation



ALCOA++ - A Way to Think About Risks

Legible & Traceable

• Will documents and data be readable after 
25 years?

• Can the audit trail be used to recreate 
events from 25 years ago?

• Is there documentation so someone can 
still understand the data?

• Will you be locked into proprietary/ legacy 
formats and software?

Enduring

• Can data become corrupted or lost when it 
is being stored?

• Will data become spread across and 
locked into many EoL systems? 

• Is the data immutable and can attempts to 
change it be detected?

• Are there controls over who can remove or 
delete data?

Attributable, Accurate & 
Contemporaneous

• Can timestamps be altered?
• Is the audit trail permanent?
• Will signatures always validate?
• Can any deletions or changes go 

unnoticed or unapproved?

Complete & Correct
• Can data integrity issues go undetected during transfers or archiving?
• Can you prove the entire TMF (structure, files, metadata, audit logs) is 

complete?
• Can you prove migrations (formats, systems, people) were successful?

Available (25 years)
• Can data be discovered easily (metadata)?
• Can data be retrieved quickly (ready access)?
• Is everything documented?
• Will data become spread across lots of legacy systems and be 

impossible to find?
• Does BCDR cover cyberattacks, vendors going bust, disasters in the 

cloud?
• Are there sufficient budget, staff and skills to sustain the archive?



Threats to Data Integrity

• Audit trails expire or are deleted
• Data migrations are not validated
• Data is distributed and can’t be found
• Systems are not validated for archiving
• EoL systems not secure: no recommissioning
• No evidence that data hasn’t changed
• No one understands old data formats
• No understands obsolete applications

• Systems fail: data is corrupted or lost
• Backup failures
• Accidental or deliberate alteration of records
• End of Life systems: data cannot be migrated
• Proprietary formats, vendor lock in
• Suppliers go bust: no BCDR plan
• Cyber attacks and ransomware
• Formats not supported: data can’t be accessed



Consequences of Data Integrity Failures

• Health and safety of study participants
• Failed inspections & CAPAs
• Rejection or delay to MAA
• Removal of drug from the market
• Financial penalties
• Quality issues with products
• Delayed sales or MNA

• Data not findable or usable
• Cost of doing repeat work
• Cost of doing additional work
• Loss of funding and revenues
• IPR can't be exploited
• Reputational damage
• Ethical issues



Managing Risks:
Long Term Data Integrity

Causes of Data Integrity Failures

• Data is corrupted or lost
• Backup failures
• Accidental or deliberate alteration of records
• End of Life systems, data cannot be migration
• Proprietary formats, vendor lock in
• Suppliers go bust, no BCDR plan
• Cyber attacks and ransomware
• Formats not supported, data can’t be accessed
• Audit trails expire or are deleted
• Data migrations are not validated
• Data is distributed and can’t be found
• Systems are not validated for archiving
• EoL systems not secure, no recommissioning
• No evidence that data hasn’t changed
• No one understands old data formats
• No understands obsolete applications

Consequences of Data Integrity Failures

• Health and safety of study 
participants and patients

• Failed inspections & CAPAs
• Rejection or delay to MAA
• Removal of drug from the market
• Financial Penalties
• Quality issues with products
• Delayed sales or MNA

• Data not findable or usable
• Cost of doing repeat work
• Cost of doing additional work
• Reputation damage
• Ethical issues
• Loss of funding and revenues
• IPR can't be exploited

Probability
Harm Severity

Minor Marginal Critical Catastrophi
c

Certain High High Very High Very High

Likely Medium High High Very High

Possible Low Medium High Very High

Unlikely Low Medium Medium High

Rare Low Low Medium Medium

Eliminated Eliminated



The Importance of 
Long Term Digital Preservation



Systems for ingest, storage, 
preservation, management 

and access.

Funding, staff, 
skills and expertise

Preservation strategy, 
processes, procedures

Digital Preservation

http://www.dpworkshop.org/dpm-eng/eng_index.html

“the series of managed 
activities necessary to ensure 

continued access to digital 
materials for as long as 

necessary”

Digital Preservation Coalition



Data Archiving and Digital Preservation are Not the Same

Archiving

• Place where data is held for safe keeping

• Data is typically read-only

• Backed up

• Restricted access

• Kept ‘as-is’ with no changes or updates

• Sometimes held within a live system, e.g. after 
data is ‘locked’

• Often treated as the digital equivalent of 
‘boxes of paper in a storage facility’

• Not a viable solution for data that needs to be 
readable and usable for 25 years!

Preservation

• Long-term safe storage with fixity checks

• Data Integrity checks and management (files, 
metadata, audit trails)

• Technology watch and management of 
technical obsolescence

• Preservation actions so content maintains its 
meaning and remains usable

• Metadata ensures content is documented, 
discoverable and usable

• Evidence of ongoing data integrity and 
application of digital preservation

• All the processes, techniques and systems for 
indefinite retention and use 

vs.



Digital Preservation: Good Practice and Maturity Models 

• Good practice: internationally recognised and tested
• Practical and specific things to do in the real world
• Created by organisations with decades of experience
• Start simple and work up
• Self-assessment tools and planning

Levels of Digital Preservation

Find out more: 
https://www.dpconline.org/digipres/dpc-ram

Find out more: 
https://www.coretrustseal.org/

Find out more: 
https://ndsa.org/publications/levels-of-digital-preservation/



Digital Preservation:
Ensuring Digital Content Remains Usable

• Create inventories
• Document file formats
• Capture metadata
• Assess obsolescence risks
• Check format compliance
• Migrate formats
• Emulate software
• Verify access and usability

NDSA Levels of Preservation
https://ndsa.org/publications/levels-of-digital-preservation/



The Importance of Metadata

• Descriptive
• Structural
• Technical
• Administrative

• Rights
• Retentions
• Preservation
• Provenance

• Digital Asset Registers

Data

What does it 
contain?

How do I open 
and use it?

Who is 
allowed to 
access it?

How is it 
organized?

Why am I 
keeping it? How is it being 

preserved?

Where did 
it come 
from?

Where is it 
stored?



Risk Assessment and Format Sustainability



Library of Congress: Sustainability Criteria

• Disclosure
• Adoption
• Transparency
• Self-Documentation
• External Dependencies
• Impact of Patents
• Technical Protection Mechanisms

https://www.loc.gov/preservation/digital/formats/



NARA: File Format Risk Assessment

• Disclosure
• Adoption
• Transparency
• Self-Documentation
• External Hardware Dependencies
• External Software Dependencies
• Impact of Patents
• Technical Protection Mechanisms

https://github.com/usnationalarchives/digital-preservation
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OPF: Accepted File Formats

https://openpreservation.org/resources/member-groups/international-comparison-of-recommended-file-formats/



Regular Evaluation: Risks Change Over Time

Dbasellc, CC BY-SA 3.0, via Wikimedia Commons



LTDP Benefits of CDISC Standards
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Comparison with Sustainability Criteria

29

Sustainability Criteria CDISC Standards

Disclosure ü Open specifications
ü Good documentation

Adoption ü Widely adopted
ü Support from multiple vendors and open-source projects

Transparency ü Transparent: human and machine readable (XML, json etc.)

Self-documentation ü Schemas, dictionaries and controlled vocabularies

External dependencies ü Not tied to specific hardware or software

Impact of patents ü Not encumbered by patents or other IP restrictions

Technical protection 
mechanisms

ü Content not locked or encrypted



Benefits of Open Standards and Specifications

• Longer lasting → fewer format migrations, less risk
• Less vendor lock-in
• More choice of suppliers and systems
• Simpler migrations
• Easier Data Integrity checks
• Retain more functionality, especially for dynamic data
• Readily available and open documentation
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Data Management Planning 
with LTDP in Mind



Data Management Plans

• Risk Assessment
• Selection and Appraisal
• Transfers and Migrations
• Archiving and LTDP
• Registries and Inventories
• Retention and Disposition
• Business Continuity and Disaster Recovery

ACDM Template for DMPs
https://acdmglobal.org/dmp/



DMP: Data and File Formats

• Make records of the data / file formats being used
• Who, what, when, why, where (e.g. as part of a data flow diagram)
• Capture specifications, software applications, documentation, licenses etc.

• Test exporting and migrating data out of source systems
• Define data integrity checks and validation 

• Define an SOP for long-term risk-based data management
• Acceptable formats for long-term retention
• Process for assessing and managing risks

• Perform initial and ongoing format risk assessments
• Migrate / create versions using open specifications / standards where possible

• CDISC, HL7 FHIR, DICOM etc.

• Align DMP with long-term Data Integrity based on ALCOA+
• Files, data, records, metadata, audit trails, documentation ….



Summary



Media 

Maintenance 

Integrity checks 

Hardware refresh 

Software migration 

Hardware migration 

Format migration 

Staff migration 

Supplier migration 

Collecting data in live systems

Data transfers between systems

New software releases, validation

Migration of Archive Solution and Provider

Obsolescence, data format migrations

Merger, Acquisition, Sale, Disposition

Staff changes, recruitment, training

Inspections, data checks, oversight

Hardware and Software migrations

25 years



Summary

• Think about the long-term risks to Data Integrity
• Take advantage of the good practice developed by the LTDP community
• Understand and document your data formats
• Take a risk-based approach to ensuring data remains readable and usable
• Make use of open standards and specifications such as CDISC
• Include long-term thinking in your Data Management Plan



Thank You!


