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OVERVIEW

• Short presentation of EFDPO

• Evolution of International Privacy and Personal Data Protection Laws

• Digital Agenda of the European Union : New Data Regulations

• Impact on worldwide Health Data Standards



THE EUROPEAN FEDERATION OF

DATA PROTECTION OFFICERS

(EFDPO)
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MEMBER ASSOCIATIONS
12 National Associations representing over 3900 DPOs

PACIFIC

Associate members: Brazil, Croatia
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MAIN OBJECTIVES

• Create a European network of national associations to exchange

information, experience and methods;

• A continuous dialogue with the political sphere, business

representatives and civil society to ensure a flow of information from

the European to the national level;

• Proactively monitor, evaluate and shape the implementation

of the GDPR and other European privacy legal acts;

• Keep the existing rules for DPOs as minimum objective;

• Promote high qualification standards for DPOs and improve the

quality of training and professional practice.
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WORKING GROUPS

• Healthcare sector
– Health Data Certification for DPO and Privacy Officers

– Analysis of (proposed) new regulations > position papers

– Best Practices: Anonymization/Pseudonymization, Handling of Genetic Data, 

Artificial Intelligence in Healthcare & Biomedical Research

• Cybersecurity
– Technology monitoring, best practices, training

• Artificial Intelligence and personal data
– Analysis of proposed EU regulation (AI Act) and position paper

• Art. 39 vs. national restrictions regarding legal counselling
– Respective roles of DPOs and lawyers



INTERNATIONAL PRIVACY AND 

PERSONAL DATA PROTECTION

LAWS & REGULATIONS
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A FEW DATES
• 1970: First data protection code in Hesse, Germany

• 1978: Federal Data Protection Act in Germany
"Loi informatique et liberté" in France

• 1980: OECD guidelines concerning the protection of privacy and transborder flows of personal data

• 1981: European Council Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data

• Remains the only international and universal legally binding instrument open to accession by any country, including non-member 
states

• 1995: Directive 95/46 EC on Personal Data Protection

• 1996: Health Insurance Portability and Accountability Act (HIPAA)

• 2000: Safe Harbor Privacy Principles of the U.S. Department of Commerce 
in consultation with the European Commission

• 2003: Japanese Privacy Act

…
• 2018: EU General Data Protection Regulation becomes applicable!
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THE 8 OECD BASIC PRINCIPLES
• Collection Limitation

– data obtained by lawful and fair means and with the knowledge or consent of the 
data subject.

• Data Quality
– Data should be accurate, complete and up-to-date

• Purpose Specification
– Purpose or change of purpose must be declared before data collection

• Use Limitation
– Use only for the declared purpose

• Security Safeguards
– Protection against unauthorized access, destruction & disclosure

• Openness
– Which data exist, who uses it, for which purpose

• Individual Participation
– access & change right

• Accountability
– Controller is accountable for complying
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CHRONOLOGY OF U.S. FEDERAL HEALTH PRIVACY LAWS

• HIPAA – The Health Insurance Portability and Accountability Act of 1996 

– Enacted in part to set the standards for medical/health information privacy.

– Privacy Rule governs the use and disclosure of an individual’s health information.

– Security Rule requires physicians, healthcare providers and health plans to protect health information in electronic form.

• GINA – the Genetic Information Nondiscrimination Act of 2008

– Prohibits employers and health insurance companies from using genetic information to discriminate based on genetic 
predisposition to developing disease in the future.

• HITECH - The Health Information Technology for Economic and Clinical Health Act of 2009

– Enacted as part of the American Recovery & Reinvestment Act (2009 Stimulus Bill).

– Expands HIPAA’s Privacy and Security Rules; includes updated enforcement provisions, data breach notification provisions, and
applies HIPAA directly to Business Associates.

• Interim Final Rule (Data Breach Provisions) August 2009

• Interim Final Rule (Enforcement Provisions) October 2009

• Omnibus Final Rule March 2013

– HHS OCR issued its HITECH Final Rule modifying and implementing HIPAA’s Privacy, Security, Enforcement and Breach 
Notification Rules pursuant to HITECH. 
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THE APEC GUIDELINES
• The Asia-Pacific Economic Cooperation published in 2005 a framework including 

– principles based on the OECD guideline and 

– guidance for implementation 

• APEC information privacy principles
– Preventing Harm

– Notice

– Collection Limitations

– Uses of Personal Information

– Choice

– Integrity of Personal Information

– Security Safeguards

– Access and Correction

– Accountability

• Implementation
– Domestic & International

• The framework was updated in 2015, but is not yet considered providing 
sufficient protection by the EU
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WORLDWIDE PRIVACY FROM AN EU POINT OF VIEW



DIGITAL AGENDA OF THE

EUROPEAN UNION : 

NEW DATA REGULATIONS



Proposal for a Regulation of the European Parliament and of the 
Council laying down harmonised rules on artificial intelligence
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Artificial Intelligence Act
21 April 2021



A European Strategy for Artificial Intelligence
Presentation by Lucilla SIOLI
Director for Artificial Intelligence and Digital Industry, DG CNECT, European Commission
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Why does the EU regulate AI use cases?
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DATA ACT (DA) & DATA GOVERNANCE ACT (DGA)

• DGA and DA are key pillars of the EU’s digital 

strategy

– The DA proposed in February 2022 aims at

making more data available for re-use by setting 

rules on who can acces and use data and under

what conditions

– The DGA seeks to increase trust in data 

sharing, strengthen mechanisms to increase

data availability and overcome technical

obstacles to the reuse of data.
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Bericht des Vorstands

Bericht des Vorstands

DGA: DATA INTERMEDIATION SERVICES (1/2)

Source : cedpo.eu
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Bericht des Vorstands

Bericht des Vorstands

DGA: DATA INTERMEDIATION SERVICES (2/2)

Source : cedpo.eu
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Bericht des Vorstands

Bericht des Vorstands

DGA: DATA ALTRUISM

Source : cedpo.eu
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• Putting people in control of their own health data, in their country and cross-

border

– Thanks to the EHDS, people will have immediate, and easy access to the data in electronic 

form, free of charge. They can easily share these data with other health professionals in and 

across Member States to improve health care delivery. Citizens will be in full control of their data 

and will be able to add information, rectify wrong data, restrict access to others and obtain 

information on how their data are used and for which purpose.

– Member States will ensure that patient summaries, ePrescriptions, images and image reports, 

laboratory results, discharge reports are issued and accepted in a common European format.

– Interoperability and security will become mandatory requirements. Manufacturers of electronic 

health record systems will need to certify compliance with these standards.

• To ensure that citizens' rights are safeguarded, all Member States have to appoint 

digital health authorities. 

– These authorities will participate in the cross-border digital infrastructure (MyHealth@EU) that 

will support patients to share their data across borders.

EUROPEAN HEALTH  DATA  SPACE
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• Improving the use of health data for research, innovation and policymaking

– The EHDS creates a strong legal framework for the use of health data for research, 

innovation, public health, policy-making and regulatory purposes. Under strict conditions, 

researchers, innovators, public institutions or industry will have access to large amounts of high-

quality health data, crucial to develop life-saving treatments, vaccines or medical devices and 

ensuring better access to healthcare and more resilient health systems.  

– The access to such data by researchers, companies or institutions will require a permit from a 

health data access body, to be set up in all Member States. Access will only be granted if the 

requested data is used for specific purposes, in closed, secure environments and without 

revealing the identity of the individual. It is also strictly prohibited to use the data for decisions, 

which are detrimental to citizens such as designing harmful products or services or increasing 

an insurance premium.

– The health data access bodies will be connected to the new decentralised EU-infrastructure for 

secondary use (HealthData@EU) which will be set up to support cross-border projects.

EUROPEAN HEALTH  DATA  SPACE



IMPACT ON WORLDWIDE

HEALTH DATA STANDARDS
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INTEROPERABILITY

• Developing best practices for the use of Artificial Intelligence in 

clinical trials is a must, just as CDISC did help set up rules for eCRF

and ePRO.

• Data sharing will need to follow the Data Governance Act as well 

as GDPR

• Use of data from the European Health Data Space, for example

for Real World Evidence Studies will require interoperability within

existing Health Data Standard, e.g. CDISC & HL7

• The new common European health data standard with most

certainly build upon these existing standards, but with increased

security and confidentiality requirements.
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BEST PRIVACY PRACTICES

• Privacy Impact Assessments in Clinical Research

– Mandatory in the EU for clinical studies, use of genetic data, Artifical

Intelligence or new technologies (e.g. wearables, connected devices, 

etc.)

• Privacy by Design

– Data Minimization principle

– Standard Protocol Text Bricks

– Anonymization & Pseudonymization in practice (PHUSE example)

– Handling of Genetic Data

– Use of Artificial Intelligence in Data Management, Analysis and 

Reporting



GDPR CHECKLIST TO FEED YOUR PIA

1. General/Global Checks:

- Relevant policies & 

procedures, e.g. standardized 

content for Patient Informed 

Consent, Cybersecurity 

policies, Record Keeping 

policies

2. Study specific checks:

GDPR compliance of Protocol, 

Case Report Forms, Data 

Management Manual, etc. 

3. Risk Assessment and 

mitigation plans



Clinical Trial Protocol

id.

id.

id.

id.

Clinical Trials Regulation

CNIL MR-001

Clinical Trial Protocol

Health Authority Authorization

Ethics Committee Approval

IT Policies

Access Rights SOP

Clinical Trials Regulation

Records Mgt Policy

Data/Study

Dependant

EU Legal Obligation

France Legal Obligation

Clinical Trial Protocol

Clinical Development Standard Operating Procedures



LINKING PIA WITH QUALITY DOCUMENTS



MEASURE RISKS & IMPROVE MITIGATION

OK! Go on!

Go on, but improvements needed

Stop! Immediate improvement!



• Many challenges ahead in which 

the CDISC community

• has an important role to play!



Thank you for your attention!
pylastic@outlook.com (Information Management & Privacy in Life Sciences)

pierre-yves.lastic@udpo.eu (Privacy in France)

pierre-yves.lastic@efdpo.eu (Privacy in Europe & the World)
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